It is unlawful for public authorities to act in ways incompatible with protected rights.
3 Not all rights are absolute: some are qualified. Subject to statutory authority, in certain circumstances and in accordance with the principles of legitimacy, necessity and proportionality, state authorities may interfere with qualified rights. The drafting of individual articles indicates which are absolute and which are qualified.
Of particular relevance to police covert investigation in this regard is Article 8(1): 'Everyone has the right to respect for his private and family life, his home and his correspondence'. Article 1 of the First Protocol supplements this: 'Every natural and legal person is entitled to the peaceful enjoyment of his possessions'. These assertions are qualified as follows.
There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health and morals, or for the protection of the rights and freedoms of others.
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Article 1, Protocol 1, ECHR is similarly qualified:
No one shall be deprived of his possessions except in the public interest and subject to the conditions provided for by law and by the general principles of international law.
A product of its time, this framework is consistent with the view prevailing at the end of the Second World War that human rights protection meant protection of the individual citizen from abuse of state power. Article 8, and its qualifications, illustrates this formulation and the means by which a statutory balance is effected to allow state authorities properly to investigate infringements against law.
This construction is latterly seen as unduly narrow and restrictive. 5 Rights conceptualization is expanding beyond protection from state abuse to include positive entitlements to basic standards of living; to the guarantee of civil and political rights;
to the provision of social and economic rights; and to the protection from the adverse impact of climate change. 6 Increasingly a concept of victims' rights is articulated.
Former UK Prime Minister Tony Blair pursued a policy objective of rebalancing the criminal justice system in favour of victims because prevailing public perception was that human rights protected the accused not from abuse of state power but from effective investigation and prosecution. 7 Academic and policy consideration is now being given to the issue of horizontality; the idea that individual rights deserve actionable protection from interference by other private citizens or non-state actors: a further extension of the original concept.
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At the same time as the conception of human rights is broadening, the problematic juxtaposition of the rights of the individual with the rights of the wider community has been thrown into sharp focus in numerous jurisdictions as a consequence of national and international responses to terrorism that is co-ordinated on or, perhaps more accurately, inspired to operate on a global scale. 9 In the British context, recourse to enhanced covert and coercive law enforcement powers arguably will metamorphose the premise of policing with the community into a philosophy of policing of the community, bringing with it a consequential erosion of human rights protection: 'the loss of liberty is the price we pay for freedom'.
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Alan Bennett, The History Boys (2004, Faber, London) 3. Policing with the community is a paradigm that has evolved over time. Its origins can be traced to the Nine Principles of Policing articulated by Sir Robert Peel when creating the Metropolitan Police Service in London in 1829; see for instance John Grieve, Clive Harfield and Allyson MacVean, Policing (2007, Sage, London) 36-7. Peel posited his constables firmly as members of the community they served. They policed with the community and by the consent of the community recognising that successful policing could only be achieved with the "willing co-operation" of the community (Principle 3). Nearly 200 years later the this framework has evolved since it was first enacted. Originally envisaged within the policing and investigation management context of preventing miscarriages of justice, as greater familiarity with the HRA and its implications is achieved the focus has widened from protecting merely the rights of investigation subjects to an understanding that the rights of third parties and those employed by the state authorities undertaking the investigation must also be respected: that the state and its agencies have a positive duty of care in certain circumstances.
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Thus at the start of the twenty-first century, English policing practice operates within a defined statutory framework for human rights which embodies notions of rights now fifty years old, whilst prevailing discourse has developed thinking considerably, with the possible consequence that debates about human rights and policing may be confused if interlocutors have different perceptions and understanding of the issues. 
What is policing?
If the debate about human rights is a work in progress, albeit with policing and human rights firmly anchored by the historical framework articulated in the HRA, the on-going debate about what is policing is no less vigorous. 13 English policing holds dear the philosophy of policing by consent: police legitimacy being as dependent upon the consent and support of the public as it is upon statutory empowerment. 14 It is a philosophy expressed through the requirement for public consultation about policing priorities. 15 The extent to which it is practical as well as aspirational is debatable; the extent to which consensus is derived from consent even more so.
Since 1993 there have been thirteen assorted reviews, Green Papers and White
Papers about the purpose and practice of policing in England and eight major pieces of legislation reconfiguring the purpose or framework (not including the HRA and consequential legislation or specific public inquiries into individual investigations or incidents: see Table 2 ). (2003, Willan, Culhompton) . 16 In Northern Ireland, a separate jurisdiction within the UK, radical reform of policing and the police service was a significant element within the overall peace process after years of sectarian conflict that saw the army deployed to assist civilian policing in securing public order. (2008, TSO, London) . , it is not the seriousness of the (potential) offence or the extent of the (potential) harm that is at issue but whether the use of specific coercive and intrusive methods are proportionate to the evidential product derived therefrom.
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It is a more precise consideration that investigators applying for and senior officers authorising intrusive investigation must be careful to divorce from the wider political context. Prevention of uncertain future events and the investigation of completed crimes, both of which are the responsibility of the police, present police managers with a strained dichotomy in which the consideration of any given act that may breach a statutory human right must take place in very different contexts.
The management of covert investigation
The prevailing context of human rights and policing within which English police managers operate is fluid. What remains fixed, however, is the statutory governance framework within which policing, particularly covert investigation, Authorisation of covert investigation methods in England is a non-judicial function in which the degree of intrusiveness dictates the level of authorisation required. 41 The majority of covert investigation activity is self-authorised by police and customs officers with senior managerial rank under whose command the individual investigation managers operate. Judicial scrutiny occurs only if the lawfulness of such authorities is challenged in the trial process. 42 The power of investigators to self-authorise breaches of human rights is not uncontroversial, with a strong body of opinion in favour of surveillance only where authorised by judicial warrant, although such a development would seem to change fundamentally the relationship of the English judiciary to pre-trial investigation.
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If the principle of self-authorisation is controversial amongst civil libertarians, the mechanics are equally controversial amongst investigators. Senior managers'
consideration of whether to authorise investigation that breaches a statutory right has been translated into an application and authorisation process which, whether it is paper-based or electronic, has been widely criticised by investigators as bureaucratically onerous. The Home Office has responded by arguing that investigators have misinterpreted the process in such a way as to make it overly bureaucratic. 44 Investigators are inclined to regard the application and authorisation process merely as impedimentary hoops to jump through; civil libertarians regard the process as an inadequate substitute for proper, independent review.
The extent to which self-authorisation is a suitable mechanism depends on the preparation done by investigators. Preparation takes two forms. The Chief Surveillance Commissioner, whose role it is to inspect for and audit legislative compliance amongst those authorities empowered to undertake surveillance pursuant to their functions, has on an annual basis since 2001 criticised the inadequacy of training in relation to RIPA for applicants and authorising officers. 45 The criticisms are valid for the police service; they are equally valid for those authorities, such as local government bodies, whose use of covert investigation does not benefit from the same high frequency of use and experience as investigative and criminal law enforcement agencies. 46 Misuse of covert investigation powers by non-police authorities has prompted government reflection and public consultation about whether such authorities should remain invested with such powers. Perversely, training may actually reinforce the second inherent deficiency. It is proposed here that there is a qualitative difference between training for a specific task and education for a role. Investment in police personnel tends to default to the former and, in the author's personal experience as an operational police officer, RIPAtraining in the police service initially comprised mainly and merely instruction on how to complete the necessary paper or electronic forms, thus reinforcing the perception amongst colleagues that human rights compliance was a bureaucratic process. Training in form-filling was prioritised over education about the new investigatory powers law. 48 Consequently human rights have been presented as a procedure to be followed rather than a paradigm to be cultivated, adopted and practised, underpinning all aspects of policing and forming part of its very rationale.
Conclusion: the cultural challenge
It has been argued that legislated rights, whilst generating increased activity for government officials and lawyers, do not necessarily nourish a culture that provides enhanced rights protection for the community whilst simultaneously stimulating dialogue between community and professionals. 49 In England, the framework for ensuring demonstrable compliance with the principles of legality, proportionality and necessity, rendering self-authorisation amenable to subsequent external inspection and audit, has come to be viewed as representative of bureaucracy impeding practical policing rather than with a culture of human rights that underpins the legitimacy of robust criminal investigation. 50 There is not a little irony in the 48 On transferring from the National Crime Squad to Warwickshire Police it was suggested by Warwickshire Police to the author that, on the basis of his familiarity with covert investigation law through his work on the NCS that he could assist the force by writing a RIPA training programme and touring the force to deliver the training via informal workshops. This proposed activity was to be in addition to the author's posted duties of running both an intelligence department and a covert operations unit. The author argued, eventually successfully, that the force training department should devise and deliver formal training in the law. The episode is indicative of the attitude towards training for RIPA that initially prevailed. contemplation that due process as currently configured may mechanistically constrain and undermine promulgation of the very values it seeks to protect.
At the same time as the notion of what comprises human rights is expanding, attempts to prevent certain perceived terrorist harms challenges the narrow traditional construction of human rights protection. Similarly, the proper function of policing is subject to vigorous dialogue in which basic policing services are now available from an ever-increasing number of alternative providers whilst traditional instrumental demarcations between community safety and national security/defence functions are breaking down despite the different policy origins and objectives of each. Trying to establish a sustainable organizational culture is a major challenge given this context of significant societal variables. The current compliance framework represents initial coming-to-grips with the issues and implications. The challenge now is achieve an organizational metamorphosis in which human rights are transposed from something imposed on the police to keep them in check to a cultural norm imbued in all aspects of policing.
